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Abstract: Considering the unconventional characteristics of terrorist attacks in the new era, such as attacking
soft targets and radicalizing individuals, the spatial topological relationship between offense and defense is
introduced to quantify the government defense gap. A sequential game model of resource allocation involving
the government, the terrorists and the participating citizens is constructed. Furthermore, the mechanism and
influence factors of joint prevention and control mechanism under different scenarios are analyzed. The results
show that there exists a maximum value for the citizens’ efforts as the scope of joint prevention and control
and the target value change. There is a complementary increase and decrease for the dynamic cooperative
between the citizens’ efforts and the government’s resource allocation in the joint prevention and control. The
government could effectively prevent and control violent terrorist threats from two aspects: Improving the
benefit-cost of defense and reducing the proportion of losses borne by the public.
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Fig. 1 Schematic diagram of the game between the government, the citizens and the terrorists
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Table 1 Definition and description of variables and parameter of the model
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Fig. 2 The topological relationship between the government’s control range and the attack range of terrorists
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Fig. 3 The influence of citizens’ participation on the utilities of society and terrorists with the scope of joint prevention and control changes
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Fig. 4 The influence of citizens’ participation on the utilities of society and terrorists with target value changes
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Fig. 5 The influence of citizens’ participation on the utilities of society and terrorists with government defense costs change
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