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Abstract: This paper investigates information security investment decisions in consideration of opportunistic
attacks and targeted attacks by establishing an investment game between two risk-averse firms based on expect-
ed utility theory. It gives the optimal security investment strategies under the condition of information sharing
and analyzes the influences of relevant factors such as risk aversion degree, the hacker’s attack probability and
network exposure on the optimal security investment strategies. It is found that the optimal information secu-
rity investment increases with the risk-aversion coefficient when risk-averse firms defend against opportunistic
attacks and the risk-aversion coefficient is very high. When the risk-aversion degree is low, or the potential
loss remains small, or the attack probability remains small, or either the network exposure is very high or very
low, the optimal information security investment is decreasing with the risk-aversion coefficient; otherwise,
the optimal information security investment is increasing with the risk-aversion coefficient when the potential
loss remains large, or attack probability remains high, or network exposure is medium. On the contrary, the
optimal information security investment is decreasing with the risk-aversion coefficient when risk-averse firms

are faced with targeted attacks and they are extremely risk averse.
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